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ITOJIOXXKEHUE
10 OpraHU3alMy U IPOBEACHUIO padoT 110 oOecredeHro Oe30IMacCHOCTH 3alUIIaeMOH
uH(pOpMaIuu, He COACpIKaIIeH CBEICHHS, COCTABIISIONINE TOCYJaPCTBEHHYIO TallHy, IpU €&
06paboTke B HHPOPMAITHOHHBIX CUCTEMAaX OpraHa

1. OBIIME ITOJIOKEHMUSA

1.1 Hacrosimee [lonoxeHue 1Mo OpraHW3allMH M IIPOBEACHHIO padOT IO 00ECIIEUYEeHHIO
Oe3omacHOCTH 3amuIiaeMoi UHGOpPMAIMK, HE COJAEpXKallel CBEJCHHS, COCTaBIISIOIIUE
roCyJ1JapCTBEHHYIO TalHy, Ipu €€ o0paboTke B MHPOPMAIIMOHHBIX CHCTEMaxX opraHa (majiee —
Ilonoxxenue) pazpaboraHo B cOOTBeTCTBHH ¢ DenepasbHbM 3akoHOM OT 27 wmrons 2006 r.
Nel149-@3 — «O6 unbpopmaruu, HHOOPMAIIMOHHBIX TEXHOJIOTHSIX U O 3alluTe WH(POpMAIIHN,
OenepanbHbM  3akoHOM OT 27 wmroms 2006 1. Ne 152-@3 «O mnepcoOHAIBHBIX JaHHBIXY,
nocraHoBiienueM IIpaButensctBa Poccuiickoit @enepanuu ot 1 HOsOps 2012 r. Ne 1119 «O6
YTBEPXKJIEHUH TpeOOBaHMM K 3alIMTe IEPCOHAIBHBIX MJaHHBIX IIpH WX 00paboTke B
HHGOPMAITMOHHBIX CHUCTEMaxX MEePCOHANBHBIX MTaHHBIX», IIOCTaHOBJIEHHWEM IIpaBHUTENHCTBA
Poccuiickoii ®exepammu ot 21 mapra 2012 r. Ne211 «OO6 yTBepXIEeHWH NEpPEYHS MeEp,
HaIlpaBJICHHBIX Ha OOecIieueHre BBITOJTHEHHS 00sI3aHHOCTEH, IPeyCMOTPEHHBIX DetepaibHbIM
3aK0HOM «O TepPCOHAIBHBIX JAHHBIX» U MPUHSATHIMH B COOTBETCTBUHM C HUM HOPMATHBHBIMHU
IIPAaBOBBIMH aKTaMH, OII€paTOpaMH, SIBISIOIUMUCS TOCYAapCTBEHHBIMA WA MYHHUITUIATHHBIMA
opraHaMmm», npuka3zom ®deneparbHOM CIyKOBI 10 TEXHHYECKOMY M 9KCIIOPTHOMY KOHTPOJIIO OT
18 depans 2013 r. Ne21 «O6 yrBepxxnennn CocraBa H comepaHusi OpraHM3alMOHHBIX H
TEXHHYECKUX Mep IO 00eCIeYeHHIO 0€30MacHOCTH MMEPCOHAIBHBIX JaHHBIX IIPH HX 00paboTke B
UH(DOPMAIMOHHBIX CHCTEMaX IMEPCOHAJIBHBIX JaHHBIX», NMpHUKazoM PenepalbHOU CIIyk OBl IO
TEXHUYECKOMY M 3KCIOPTHOMY KOHTpoio oT 11 despans 2013 r. Ne 17 «O0 yrBepxaeHun
TpeboBanuii o 3amure uWHQOpPMAIMKH, HE COCTABJSIONIEH TOCYIJapCTBEHHYIO TaiiHY,
coziep Kalnencs B rocyJapcTBEHHBIX HH(POPMAIIMOHHBIX CHCTEMaX).

1.2. Ilens pa3zpaborku Hactosimero Ilomo)keHus: — ycTaHOBIEHHUE MOPSAKA OpraHU3aIuU
U 1npoBefeHus pabor mo obOecneyeHHIO OE30MacHOCTH 3allMInaeMoi uH(OpMauuu, He
coJiepKallell CBENEHHs, COCTAaB/LIIOIUE T'OCYJApCTBEHHYIO TailHy (Hajslee — 3ammuinaemast
nHpopmarus, mHPOpMarus), B uHPOpMarmoHHBIX cucteMax (masiee — MC) OY Ha Bcex
cramusx (stanax) cozganus MC, B Xxo/1e ee 3KCIUTyaTaI[ii ¥ BBIBOJA M3 YKCIUTyaTaIUH.

1.3. PyxoBomurens OV HeceT NEpCOHAIBHYIO OTBETCTBEHHOCTH 3a obecrieueHue
nH(popmaruonnoi 6e3omacuoctu OV.

1.4. K 3amumaemoii wHpopmaruu, oOpabarteiBaecmMoii B KC opraHa. OTHOCHUTCS
cienyromas uHbopMarus:



MepCOHANbHbIE JTAaHHBIE, cojepXkaliuecs B MHQOPMAIIMOHHBIX CHCTEMax IEPCOHAIbHBIX
JAHHBIX BEIOMCTBA:
- nHpopMalusa, He coaep)Kalasi CBEACHUS, COCTABJISIOUINE TOCYAAPCTBEHHYIO
TaiiHy, coJlepKaliascs B TOCyJapCTBEHHbBIX HH(OpMalnOHHBIX cucteMax OVY.

2. TEPMUHBI U OIPEJAEJIEHUSA

2.1. B mHacrosmem Ilonoxenun wucnosb3yrorcs ciuenyroomue TepMudbl u HX
OTIpeIeIICHUS:

HNudopmanuonHasi cucreMa — COBOKYIHOCTh COJAEpKaluXcsi B 0a3zax JaHHbBIX
nHpopManuu U obOecrneyuBarOnMX €€ 00paboTKy WHOOPMAIMOHHBIX TEXHOJOTUH U
TEXHUYECKHUX CPEJICTB.

KonduaenunanbHocts uHpoOpManmum — o00s3aTeNbHOE Ui BBIMOJIHEHUS JIUIIOM,
MOJYYMBIIUM JIOCTYIl K OMNpenesieHHONW wuH(popMmanuu, TpeOOBaHWE HE TepenaBaTh TaKyIO
nH(OPMAIIHIO TPETHUM JIMIIaM 0e3 coriacus ee o0amaTens.

HecankunoHnMpoBaHHbIN A0CTYNl (HECAHKIIMOHUPOBAHHbIE JEUCTBUSA) —IOCTYH K
nHpOpMaUY WK eHCTBUA ¢ HH(OpMAIIHel, HapyIIaroIiue MpaBruia pa3rpaHUueHus JOCTyIa
C UCIIOJIb30BAaHNUEM ILITATHBIX CPEACTB, MPEIOCTABIAEMBIX HH(POPMAIMOHHBIMUA CHCTEMaMH.

O0padoTka uHpopManuu — jeicTBus (onepauuu) ¢ uHbopMaluei, BKIodas coop,
3aMuch, CHUCTEMAaTH3alldi0, HAKOIUIGHWE, XpaHEeHHe, yTouHeHHe (OOHOBJIEHHE, W3MEHEHHE),
U3BJICYCHHE, WCIIONb30BaHUE, Iiepenady (pacmpocTpaHEHHe, MPEAOCTaBICHHUEe, TOCTYI),
OJIOKMpOBaHNUE, yIAICHNE, YHUYTOKECHNE HHPOPMAIHH.

Oneparop — rpaxJaHNH WIN IOPUINYECKOE JIHUII0, OCYIIECTBISAIONINE AESITENbHOCTD 110
JKCIUTyaTalul MHQPOPMAIIMOHHON CHCTEMBI, B TOM 4HCIe MO 00paboTke HHQOpMAIIHH,
cofepkarmieiics B e€ 0a3ax naHHBIX. B ciaydae oOpaOOTKM MEPCOHANBHBIX JIaHHBIX O]
OMepaTopoM IOHUMAETCS TOCYJIAapCTBEHHBIH OpraH, MYHUIMIAIbHBIN OpraH, HOPHANYECKOE
Wi GU3NYECKOE JTUI0, CAMOCTOSITENILHO UM COBMECTHO C IPYTHUMH JIMIIaMU OPTaHU3YIOIINE U
(wM) ocyIecTBIsAIOMMUE 00padOTKy MEPCOHATBHBIX JTAHHBIX, a TAaKXKe OMPEACISIONINe 1en
00pabOTKHU MEePCOHATBHBIX JAHHBIX, COCTAB MEPCOHATBHBIX JAHHBIX, MOJISKAINUX 00paboTKe,
NecTBU (Omepalun), CoBepIIaeMble C IEPCOHATbHBIMU JaHHBIMU.

TexHnuyeckue cpeacrsa MH(POPMAIMOHHON CHCTEMbI — CPEICTBA BBIYHUCIUTEIBHOMN
TEXHUKH, HH(POPMAIMOHHO-BBIYUCIUTEIbHBIE KOMIUIEKCHI W CETH, CPEACTBA U CHCTEMBI
nepenadyn, mnpuemMa u o00paboTku wuHopMmanuu (CpeacTBa M CHCTEMBI 3BYKO3AIHCH,
3BYKOYCWJICHUS, 3BYKOBOCIIDOM3BEACHHMS, IIEPETOBOPHBIE TEJIEBU3MOHHBIE  yCTPOWCTBA,
CpelICTBa W3TOTOBJIECHUS, THUPAXUPOBAHUS JOKYMEHTOB M JIpyTM€ TEXHMUYECKHE CpEICTBa
00paboTkH peueBoi, rpaduyeckol, Buaeo- U OykBeHHO-LMPOBOW HH(POpMAaIH),
MIPOrpaMMHBIE Cpe/icTBa (ONMEepalOHHbIE CUCTEMBbI, CUCTEMBI YIIpaBJIeHUs 0a3aMu JTaHHBIX U
T.I1.), CPEJCTBA 3AIIUTHI HHPOPMAIIHIH).

IlepconasibHble JaHHBIE — Tt00ass HHGOPMAITUS, OTHOCSINIASCS K TPSIMO HJIM KOCBEHHO
OTIpeIeIEHHOMY HWJIU oTpesieisieMoMy hU3HUecKoMy JHUMY (CyObEeKTY NEPCOHANbHBIX JaHHBIX ).

IHonb3oBaTeqs  MHPOPMALMOHHOM  CHCTEMBI — JIMIO, YYacTBYyIOLEe B
(GYHKIIMOHUPOBAHUM HMH(DOPMAIIMOHHOW CHCTEMBl WM HCIONB3YIOIIEE pe3yabTaThl ee
(byHKIIMOHUPOBAHUSI.

CpeacrBa BBIYHCJIUTEIbHOH TEeXHHMKH — COBOKYMHOCTh MPOTPaMMHBIX U
TEXHUYECKUX DJIEMEHTOB CHCTEM OO0paOOTKH JaHHBIX, CIHOCOOHBIX (YHKIIMOHHUPOBATH
CaMOCTOSITENIHO UJTU B COCTaBE IPYTUX CUCTEM.

Yrpo3bl 0Oe3onmacHocTH HH(OPMALMH — COBOKYIMHOCTh YCJIOBHH W (PaKTOpOB,
CO3/IAI0IIMX OMAacHOCTh HECAHKIMOHMPOBAHHOTO, B TOM YHCIE CIIy4alHOTO, JOCTyla K



nH(popMalnY, Pe3yIbTaTOM KOTOPOTO MOXET CTaTh YHUUTOKEHUE, U3MEHEHHUE, OJIOKHpOBaHUE,
KOIIMPOBAHUE, pacIpoCTpaHeHHe HWH(GOpMAIMK, a TaKXKe MHBIX HECaHKIMOHUPOBAHHBIX
neiicTBui pu ee 00paboTKe B MH(POPMAITMOHHON CHCTEME.

YHuuurokeHue HMHPOPMALMM — JACUCTBUA, B pPE3YJIbTATe KOTOPBIX CTAHOBUTCSA
HEBO3MOKHBIM BOCCTAaHOBUTH CO/IepKaHKe HH(OpMAMK B HH(POPMAIIMOHHOHN cucTemMe U (M)
B pe3yJibTaTe KOTOPHIX YHHUUTOKAIOTCA MaTepUaIbHble HOCUTEIN UH(POPMALIUH.

YpoBeHb 3alIMIIEHHOCTH NEPCOHAJBHBIX AAHHBIX — KOMIUIEKCHBIA I10Ka3aTellb,
XapaKTepU3yIoIIUi TpeOOBaHUS, HCIOJIHEHHE KOTOPbIX OOeCrneunBaeT HEUTpalln3aluio
ONpeAeNeHHBIX Yrpo3 0e30MacHOCTH MEpPCOHATBHBIX JIAHHBIX TMpPH HUX 00paboTke B
MH(POPMALMOHHBIX CHCTEMAaX MEePCOHAIBHBIX TAHHBIX.

HenocTHOCTH HHPOPMALMH — CTIOCOOHOCTh CPEACTBA BBIUUCIUTEIHLHON TEXHUKHU WITH
WHPOPMAIIMOHHON CHUCTeMBbl 00eCreunBaTh HEW3MEHHOCTh HH(OpPMAMM B  YCIOBHAX
CIIy4aiiHOTO H (WJIM) MPEeITHaMEPEHHOT0 UCKaXECHHUS (Pa3pyIICHHUS).

3. IOPAJOK OPTAHM3AIUII ITPOBEJEHUA PABOT I10
OBECIHHEYEHUIO BE3OITACHOCTHU UH®OPMALIUHN

3.1. Ilox opranm3zamueil obecriedeHrs 0€30MACHOCTH 3alUIIaeMol HH(pOpMaLUu MpH
ee oopabdorke B UC moHnMaeTcsi GOpMHUPOBAHHUE U PEaTH3AIIHs COBOKYITHOCTH COTIIACOBAHHBIX
Mo [eNd, 3aJa4aM, MECTy W BPEMEHH OpPraHW3allMOHHBIX U TEXHHYECKHX MEpOTPHUITHH,
HaIpaBJICHHBIX HA MMHMMH3ALMIO yliepOa OT BO3MOXKHOHM peanus3alyu yrpo3 0e30MacHOCTH
3amuniaeMoil MHQOpMAIMK, peaTu3yeMblX B paMKaxX CO3J1aBaeéMON CHCTEMbI 3alllUThI
unpopmanuu (nanee - C3U1).

3.2. C3M Bkmoyaer B ce0s OpraHu3allMOHHbIE W (WJIM) TEXHUYECKUE MEpBHI,
OIpeJIeJIEHHbIE C YYETOM aKTYyalbHbIX YIpo3 O€30MacHOCTH 3allMIIaeMoil HH(OpMaiu,
YPOBHS 3alUIICHHOCTH TMEPCOHANBHBIX MaHHBIX (nmanmee - [IJIH), KOTOpBIM HEOOXOAUMO
o0ecreunTh, Kiacca 3allUuIIEHHOCTH TOCYJapCTBEHHON HH(MOPMAIIMOHHON CUCTEMBI (fanee -
I'MC) u nHdopMaMOHHBIX TEXHOJIOTHH, ncrosb3yembix B UC.

3.3. Be3omnacHocTs 3amumiaeMoit nHpopmanuu npu ee oopadborke B MC obecnieunBaet
BEJOMCTBO WJIM JIMIIO, OCYIIECTBIsAIomee OOpadOTKy 3aluiiaeMoil HHGOpMAIMMU 10
MOPYYEHHIO BEJIOMCTBA Ha OCHOBAaHMM 3aKJIIOYAaeMOIo C 3THM JIMIOM JO0roBopa (gajuee -
yrnosiHoMoueHHoe Juio). Joroop wmexay OY U ylNnoJIHOMOYEHHBIM JIMIIOM JOJDKEH
npeaycMaTpuBaTh — O0S3aHHOCTh  YIOJHOMOYEHHOTO JiMIa obOecneuuTh 0e30MacHOCTh
3amuiaeMon nadopmaruu pu ee oopadotke B C.

3.4. 3ammra nndopmanuu, coaepxkamerics B UC, obecreunBaeTcsi myTeM BBITIOJTHEHHS
OV TpeboBanmii Kk opraHu3aliy 3amuThl HHbopMaluu, coaepxkameiica B UC, u tpeboBanuii k
MepaM 3aiuThl nHopManuu, coaepxareiics B UC.

3.5. OY Ha3zHavaeTcs JUI0, OTBETCTBEHHOE 32 OPraHU3aLUI0 00Pa0OTKN EPCOHANBHBIX
JaHHBIX MpU UX 00paboTke B OVY.

3.6. JIna obGecrieueHns 0€30MACHOCTH 3allUINAEMON HWH(GOpPMAIMH, COAEpIKaIleics B
NC, OY Ha3zHayaeTcsl CTPYKTYpHOE MOApasJefieHHue WIH JOHKHOCTHOE JMLO (COTPYAHUKH),
OTBETCTBEHHOE 3a obecreyeHne Oe30MacHOCTH IEepPCOHANBHBIX JAaHHBIX M 3a 3aIIUTy
nHpopManuy, HEe cojepxkalleid CBEACHHs, COCTABJIAIONIME TOCYIapCTBEHHYIO TalHy, B
nHpopMannoHHbIX cucremax OV (manee - OTBETCTBEHHBIN ).

3.7. JIns mpoBeneHust padboT 1o 3amuTe WHGOpMAIUU B XOE CO3/IaHUs, IKCILTyaTalliu
Y BhIBOJA U3 3kciuyatanuu MC BeqoMcTBa B COOTBETCTBUHU C 3aKOHOAATENBCTBOM Poccuiickoit
@enepan MpU HEOOXOJUMOCTH TPHUBJICKAIOTCS OPraHU3aLUHU, HMMEIOUINE JUICH3HIO Ha
JeSTeIbHOCTh M0 TEXHUYECKOH 3almTe KOH(QUACHIHATFHOW HH(OPMAIMU B COOTBETCTBHUH C



®enepanbHbiM 3aKOHOM OT 4 Mast 2011 r. Ne 99-@3 «O nuneH3UupOBaHUU OTIAECIBHBIX BUIOB
JESTEIbHOCTHY.

3.8. Ilpm HeoOXOOMMOCTH K OCYHIECTBICHHIO MEPONPUATHIA MO OOHAPYKEHHUIO,
MPENYNPEXKACHUIO U JUKBUJALMM TIOCIEACTBUI KOMIBIOTEPHBIX aTaK M pearMpoBaHUIO Ha
KOMIIBIOTEPHBIE HMHIMAEHTHl MOIYT IIPUBJIEKAaTbCA CHEUAIN3UPOBAHHBIE OpraHHU3aluM,
SBIIAIOIINECS AaKKPEIWTOBAaHHBIMU LIEHTPAMH TOCYAApCTBEHHON CHCTEMbI OOHapy»XeHUS,
MPEeNyNPEexJACHU U JUKBUIALUU TOCIEICTBUN KOMIIBIOTEPHBIX aTak Ha MH(OpPMAIMOHHbBIE
pecypcbl Poccuiickoit @enepannu (3a UCKIOYEHUEM Cydasi, IPeIyCMOTPEHHOTO MOAMYHKTOM
«06» myHnkta 5 VYkaza Ilpesmaenta Poccuiickoit @enepammu ot 1 mas 2022 r. Ne 250 «O
JIOTIOTHUTEIBHBIX Mepax Mo obecrneueHuio uHopManuoHHOW Oe3omacHocTH Poccuiickoii
Oenepanuny),

3.9. lns obecneueHust 3ammThl MHPOpManuu, conepxameiics B C, mpuMeHsroTcs
CpeacTBa 3aIuThl HH(OPMAINK, TPOMIEANINE OLUEHKY COOTBETCTBHUS B (hopMe 00s3aTeIbHOM
cepTu(dUKaIMK HA COOTBETCTBHE TPeOOBAaHUSAM O 6€30MacCHOCTH HH(POPMAIIH B COOTBETCTBUU
co crateeil 5 denepanbHoro 3akoHa oT 27 nekabps 2002 r. Ne 184-D3 «O TexHHUECKOM
PEryIUPOBAHUM.

3.10. 3ammra uadpopmanuu, coaepxaieiics B MC, sBisercs coCTaBHON 4acThio paboT
1o co3zaanuto u skcrutyarauuu UC un obecnieunBaeTcs Ha BCeX CTaAusX (ITamax) ee Co3AaHusl, B
XO0Jle JKCIUIyaTallud W BbIBOJA W3 O3KCIUIyaTallUd IyTEM MPHUHATHS OPraHU3allMOHHBIX U
TEXHUYECKUX MEp 3alIUThl HHPOPMALIMH, HAIPABICHHBIX Ha OJIOKMpOBaHME (HEHTpAIN3AIIUIO)
yrpo3 6e3omnacuoctu unpopmanuu B UC, B pamkax C3U.

3.11. Opranu3zaoHHbIE U TEXHUYECKUE MEpHI 3allUThl HHPOPMALIUH, pealu3yemMble B
pamkax C3U, n0KHBI ObITh HAIPABJICHbI HA UCKIIIOYEHHUE:

— HENpaBOMEPHBIX JOCTYIA, KOMUPOBAHUS, MPEIOCTABICHUS WIM PaclpOCTpaHEHUs
nHpopmanuu (obecrieueHne KOHPUACHINATLHOCTH HHPOPMAIUH);

— HENpPaBOMEPHBIX YHUUTOKEHUS WIM MOAUPUIIMpOoBaHUS HHPopMaluu (obecrieueHue
L[EJIOCTHOCTU MH(OpMAIUN);

— HempaBOMEpHOro OyiokupoBaHus UHPOpManuu (oOecriedeHue  JOCTYIMHOCTH
uH(popmManun).

3.12. lna obGecnieueHust 3amuThl MH(popmanuu, conepxauieiics B UC, mpoBonsarcs
CJIEYIOIINE MEPOIPUSITHS:

— (opmupoBanue TpeOOBaHUI K 3amuTe HHGOpManuu, coaepxaiueiics B UC;

— paspabotka C3U;

— BHeapenue C3U;

— arrecranus C no tpeboBanusm 3aniuThl nHGopmaruu (nanee — arrectramus MC):

— oOecnieueHue 3auMThl HH(GOPMAIMU B X0/1€ KCIUTyaTaluu arrectoBannoi UC;

— oOecrnieueHue 3aIUThl UH(GOPMAIMK TPH BBIBOAE M3 AKCILTyaTallUd aTTECTOBAaHHOM
WC nnu nocne npuHATHS peiieHns 00 OKOHYaHUU 00paboTKH UH(OPMAIIHH.

3.13. B mensx ocyliecTBIEHUS MOHUTOPHUHIA, NMPEAYCMOTPEHHOTO IOJIIYHKTOM «B)»
nyHkta 5 VYkaza Ilpesunenta Poccuiickoin ®epepanmm ot 1 mas 2022 r. Ne 250 «O
JOTIOTHUTEIBHBIX Mepax M0 obOecrnedeHno HWH(POpManuoHHON Oe3omacHOCTH Poccuiickoit
Odenepanun», JOHKHOCTHBIM JIMIIAaM OPraHoOB  QefepadbHON  CIy)KObI  Oe30macHOCTH
pazpemiaercsi OecrnpensTCTBEHHBIH TOCTYN (B TOM YHUCIE YAAJEHHBIN) K MpHUHAUICKAIIUM
BeIOMCTBE JIMO0 wucnoiabdyeMbiM OV HHPOPMAIMOHHBIM pecypcaM, OCTYH K KOTOPBIM
o0ecrieynBaeTcsi MOCPEICTBOM HCIHOJIb30BaHUSA HH(OPMAIIMOHHO-TEICKOMMYHHUKAIIMOHHOM
cetu «HTEpHETY.



3.14. OTBeTcTBEHHBIH 3a oOecneueHne HHPOPMAITMOHHON 6€30IaCHOCTH OCYIIECTBIISIET
OpraHU3alMI0 U KOHTPOJIb UCIIOJHEHUS

— YKa3aHWi, JaHHBIX OpraHamu QenepanbHOIl C1y)Obl 0€30IaCHOCTH 0 pe3yabTaTam
MOHHUTOPHHTA;

— OpraHu3alMOHHBIX H  TEXHUYECKUX  Mep, pelIeHue O  HEeoOXOAUMOCTH
OCYIIECTBJICHUSI KOTOpbIX mpuHATO DenepanpHoit ciyx00i Oe3zomacHocT Poccutickoi
Oenepaun 1 DenepanbHOi CIIy:K00M MO TEXHHUYECKOMY U OSKCIOPTHOMY KOHTPOJIO B
npezeiax uxX KOMIETEHIIMU U HampasieHo B ajpec OVY.

4. P OPMUPOBAHUE TPEBOBAHUMU K 3AINUTE HOOPMAIIUU,
COJEPXKAIENCSA B UHOPOPMAIIMOHHON CUC TEME

4.1. ®opmupoBanue TpeOoBaHWi Kk 3ammre uHpOpmammm, coxepxkameiics B WC,
ocymecteiserca OVY.

4.2. ®opmupoBanue TpeboBaHui K 3amuTe uHpopmanmu, conepxkamieiics B HC,
BKJIIOYAET:

— TPHUHATHE PEIIeHHs 0 HeOOXOAMMOCTH 3alIMThI HHpOpManuu, coaepxaeiics B UC;

— kiaccuukanuio MC mo TpeGoBaHUsAM 3amuThl HH)OPMAIUH, ONpEIeIEHUEe YPOBHS
samumennoctr [1/{x npu ux o6padotke B UC;

— ompezereHHE yrpo3 O0€30MacHOCTH HWH(POPMALUH, pealn3anus KOTOPBIX MOXKET
NPUBECTH K HapymeHuro Oe3omacHocTH uHpopmanuu B UC, u pa3paboTKy Ha UX OCHOBE
MOJIeNN yrpo3 0e3omacHoCTH HH(pOpMaIuy;

— onpenenenue TpedoBanuii k C3U.

4.3. [Ipu npuHATUYU pelIeHus: 0 He0OXOJUMOCTH 3allUThl UH(pOpMaLMH, coaepKaleics
B UC, ocymectBisieTcs:

— ananu3 ueneit coznanus MC u 3anay, pemaemsbix stoit UC;

— ompeaeneHne nHdopmarmu, noyiexanieit oopadorke B UC;

— aHaJgM3 HOPMATUBHBIX IPABOBBIX aKTOB, METOJWYECKUX JIOKYMEHTOB H
HAIMOHAJIbHBIX CTAHJAPTOB, KOTOPHIM JI0JKHA cOOTBETCTBOBaTh HC;

— TpUHATHE pelieHus: 0 Heooxoaumoctu co3aanusa C3U. a Takxke ompeneneHue uenei
n 3ana4d 3aumThl uHGopmauuu B MC, ocHoBHbIX 3TamoB co3zganuss C3U u ¢yHKmuu 1o
oOecrieueHuno 3anuThl uHGoOpMaluu, coaepxarieiics B MC.

4.4. Pesynbratsl knaccudukanun UC opopMIIsSIoTCes akToM KilaccuuKanuu.

4.5. Pe3ynbratel onpenaeneHus ypoBHs 3amuineHHocTH [1/[H npu ux o6paborke B UC
0(hopMIISIOTCSI aKTOM OTIPE/IETICHUs] YPOBHS 3aIIUIIEHHOCTH.

4.6. Yrpo3sl 0e30MacHOCTH HH(GOpPMAIMU OINPENeNAIOTC MO pe3yibTaTaM OLEHKH
BO3MOXXHOCTEH (MOTEHIMala) BHEUITHUX M BHYTPEHHUX HapyLIUTeNeH, aHaiu3a BO3MOXKHBIX
ys3BuMocTeil C, BO3MOXHBIX CIOCOOOB peanu3alui yrpo3 0e30macHOCTH MH(pOpMalUHU U
MOCJIEACTBUIM OT HapylIeHHUs CBOMCTB Oe3omacHOCTH HHGpopManuu (KOHQHUIAECHINATbHOCTH,
LETOCTHOCTH, TOCTYITHOCTH).

4.77. B xauecTBE MCXOOHBIX JAHHBIX JUI1 OINpEAEICHUs Yrpo3 Oe30MacHOCTH
uHpOpMalUU UCTIONb3yeTcs OaHK JaHHBIX yrpo3 OesomacHoctH uHpopmanuu (bdu.fstec.ru),
BesieHue koroporo ocyiectsisercss ®CTIK Poccun.

4.8. Ilpu onpexneneHun yrpo3 6€30MaCHOCTH MH(POPMALUU YUUTHIBAIOTCA CTPYKTYPHO-
dbyakuroHansHbIe Xapaktepuctuku MC, Brimodaromme cTpykTypy u coctaB UC, pusnueckue,
JIOTMYeCcKUe, (YHKIMOHAIbHbIE U TEXHOJOIMUECKHE B3aUMOCBA3M Mexay cermeHTamu UC, ¢
uHeiMu MIC ¥ uHpOpMaLMOHHO- TEIEKOMMYHMKAIIMOHHBIMHM CETAMHU, PEXUMBI 00pabOTKH



nHpopmanuu B UC u B ee OTACIBbHBIX CErMEHTaX, a TakKe WHbIe xapakrtepuctuku WC,
pUMeHsieMble HH()OPMAIIMOHHBIE TEXHOJIOTUU 1 OCOOCHHOCTH €€ ()YHKIIMOHHPOBAHUSI.

4.9. Tlo pe3ynpTaTam ompeAeneHuss yrpo3 OezomacHOCcTH uWHGMOpManuu Mpu
HEOOXOAMMOCTH  pa3palbaThHIBAIOTCS PEKOMEHJAMKA 10  KOPPEKTHPOBKE  CTPYKTYPHO-
¢byHKunOHANBHBIX Xapakrepuctuk MC, HampaBieHHbIE Ha OJOKHpOBaHWE (HEUTpaTU3aIHIO)
OTJENbHBIX YTpo3 0e30macHOCTH HHPOPMAIUH.

4.10. Moaenb yrpo3 6e3omacHOCTH MH(POpPMALMK JTOJDKHA coaiepkarh onucanue VMC u
€€ CTPYKTYPHO-(QYHKIIMOHAJIBHBIX XapaKTEPUCTHK, a TaKXKe OIMMCAaHUE yrpo3 0e30macHOCTH
nH(pOpMalMY, BKIIOYAIOIIEE ONMUCAaHHE BO3MOXKHOCTEH HapylmwurTesei (Mojenb HapyLIUTess),
BO3MOXKHBIX ysizBuMocTeld MC, cnocoOoB peanuszanuu yrpo3 0e30macHOCTH WHGOpMAlUU U
MOCTICICTBUI OT HAPYILIEHHs CBOMCTB O€30MaCHOCTH HH(POPMALINH.

4.11. Tpebosanusa k C3U onpenenstorcs B 3aBUCUMOCTH OT Kjacca 3amuiieHHocta MC,
ypoBHs 3amumiennocty [1/ln npu ux o6padotke B UC u yrpo3 OezomacHocTd MHpOpMAaNnH,
BKJIFOUEHHBIX B MO/JIENIb YTPo3 6€30MacHOCTH HH(OPMALIUH.

4.12. IIpu onpenenenun TpedoBanuit kK C3U yunTeiBatoTcs nojoxxkeHus: nonutuku OY B
OTHOIIEHUU 00pabOTKU MEPCOHANBHBIX JaHHbBIX.

5. PABPABOTKA CUC TEMBI 3AIIUTHI THO®OPMAIIUN

5.1. Pa3paborka C3U opranu3yercs BEJOMCTBOM.

5.2. Pa3pabotka C3U ocyiiecTBiseTcsl B COOTBETCTBUU C TEXHUUYECKUM 3aJaHUEM Ha
coznanre C3U u B TOM unciie BKIKOYALT:

— npoexTtupoBanue C3U;

— Ppa3paboTKy PKCIUTyaTallMOHHON JokyMmeHTauu Ha C3U;

— MakeTupoBaHue 1 rectupoBanue C3U (mpu He0OX0AUMOCTH).

5.3. C3U He nomkHa NpensaTCcTBOBATh NOCTHKEHUIO Lenel cozganus MC u ee

(YHKIIMOHUPOBAHUIO

5.4. Tlpn pa3pabotke C3U ynurtbiBaeTcs ee HH(POPMALMOHHOE B3aUMOCHCTBUE C
uHbiMi IC 1 nH(OpMaLIMOHHO-TEIEKOMMYHUKAIIMOHHBIMU CETSIMH.

5.5. Ilpu npoextupoBanuu C3U oCyIecTBISIOTCS CIEAYIONTNE MEPOTIPUSTHS:

— ONpEeNeNSIFOTCS THUIBI CYOBEKTOB JOCTyma (MOJb30BaTENM, MPOLECCHl U HHBIE
CyOBEeKTBI JOCTyHa) U OOBEKTOB JOCTYIA, SBISIONUXCS OOBEKTaMM 3alluThl (yCTPOUCTBA,
00BEKTHI (haHIIOBON CHUCTEMBI, 3aIlyCKaeMble W HWCIOJHSEMbIC MOJYJH, OOBEKTHI CHCTEMBI
yrpaBlieHUs 0a3aMH  JaHHBIX, OOBEKTHI, CO3/1aBaeMble TPUKIATHBIM IPOTPAMMHBIM
o0ecrnieueHrneM, HHbIE OOBEKTHI JJOCTYIIA);

— ONpEeNeNSIFOTCS METOJbl yNpaBICHHs] JOCTYNOM (AUCKPEIMOHHBIA, MaHIaTHBIH,
POJICBOM WJIM WHBIE METOJIbI), THUIIBI JIOCTYIA (YTCHUE, 3alHCh, BBHITOJHEHUE WJIH WHBIC THIIBI
JIOCTYIIAa) ¥ TIpaBWJIa pa3TpaHUUYEHUs JOCTyIMa CyOBEeKTOB JOCTyma K oObeKTaMm jJocTyna (Ha
OCHOBE CITMCKOB, METOK 0O€30MacHOCTH, POJICH M MHBIX IMPABHII), MOJICKAIINE PEeaTH3aluA B
HcC,;

— BBIOMPAIOTCS MEPHI 3aIUTHI HHGOPMAIIHH, TTOojyIexKame peanuszanuu B C3U;

— ONpENENSIFOTCS BUIBI M THIIBI CPEICTB 3aIIUThl MH(QOpMAIH, O0ECTIeUnBaIOIINE
pealin3aluio TEXHUYECKUX MEp 3alluThl HH()OPMAaLIUK;

— omnpenensercs ctpykrypa C3U, Bkitodast coctaB (KOJIMYECTBO) U MECTA pa3MEICHUs
€e JIIEMEHTOB;



— OCYILECTBIIIETCSI BBIOOpP CPENCTB 3alIUThl MH(POPMALUHU, CEPTUPHUIMPOBAHHBIX Ha
COOTBETCTBHE TpEOOBAaHUAM 10 O€30MACHOCTH MH(OpPMAIMH, C YYETOM HX CTOUMOCTH,
COBMECTUMOCTH € MH(OPMALIMOHHBIMU TEXHOJIOTUAMU U TEXHUYECKUMU CPEACTBAMHU, (DYHKINN
0€30MacCHOCTH 3TUX CPEJICTB U OCOOCHHOCTEH MX pealin3aliy, a TaKXkKe Kilacca 3allMIEeHHOCTH
NC, yposus 3amumiennoctu [1/]xn npu ux oo6padorke B 1C;

— ompenenstoTcs TpeOoBaHUS K MapaMeTpaM HacCTPOMKH MPOrpaMMHOro obecreyeHus,
BKJIIOYasi MPOrpaMMHOE OOEeCHeuYeHHEe CpPEeJCTB 3alluThl HH(pOpManuH, 00ecreYrBaroIIHe
peanu3auo Mep 3alluThl HTHPOPMALIMH, a TAaK)Ke yCTpaHEHHe BO3MOXKHBIX ysi3BuMocteit C,
MPUBOASIINX K BOSHUKHOBEHUIO YIpo3 0€30MacHOCTH HH(pOpMaIumy,

— ONpeNeNsIFoTCS  Mepbl  3alluThl  MHpOpMAUMU  Opu  HUHPOPMAIMOHHOM
B3aumo/eiicteun ¢ uHbIMU VIC 1 nH(OpMAalnOHHO-TEIEKOMM YHUKAITHOHHBIMH CETSMHU.

5.6. Pesynbrarel npoexktupoBanust C3U oTpaxaroTcss B IPOEKTHOM JOKYMEHTAllMU Ha
UcC.

5.7. Ilpm  OTCYTCTBHM  HEOOXOJUMBIX  CPEICTB  3allUTHl  HH(pOpMAIUH,
CepTH(HUIMPOBAHHBIX HAa COOTBETCTBHE TpPEeOOBaHUSAM IO OE30MacHOCTH HMH(pOpMaIuH,
opranusyercsi pa3paboTka (qopaboTka) CpeaCTB 3alIUThl HHGOPMAILMU U X cepTU(UKAIMS B
COOTBETCTBMM C 3aKOHOJATenbcTBOM Poccuiickoit ®enepanuu WIH  TPOU3BOIAUTCS
KOppeKTHpoBKa MpoekTHbIX pemeHuil no MC u (wm) ee C3U ¢ yuetoM (yHKIHMOHAIBHBIX
BO3MOYKHOCTEH UMEIOIIUXCS CePpTUDUIUPOBAHHBIX CPEICTB 3aIIUTHI HHPOPMAIIHIH.

5.8. PaszpaboTka »skcruryaTanioHHON pokymeHTtanuu Ha C3U ocymectBisercs B
COOTBETCTBUM C TEXHUUECKUM 3a/ilaHueM Ha cozganue C3U.

5.9. Ilpu maketupoBanuu u TectupoBanuu C3U B TOM yucCiie OCYIIECTBISIIOTCS:

— mpoBepka pabOTOCIOCOOHOCTH M COBMECTUMOCTH BBIOPaHHBIX CpPEACTB 3alLIUThI
nHpopManuy ¢ UHHOPMAITMOHHBIMH TEXHOJIOTUSIMH U TEXHHUECKUMH CPEJICTBAMU;

— MpoBepKa BBINOJHEHWS BbIOPAHHBIMH  CPEACTBAMM  3alllUThl  MHPOPMALUHU
TpeboBanuit k C3U;

— KOPPEKTHPOBKA MPOEKTHBIX pellIeHuH, paspaboTanHbIX npu co3ganuu C3U.

5.10. MaxketupoBanue C31 u ee TecTupoBaHHE MOKET MPOBOJAUTHCS B TOM YHCIE C
HCIOJIb30BAaHUEM CPEJCTB U METOA0B MojienupoBanust IC 1 TEXHOJIOrMiA BUPTYyaIU3alHH.

6. BHEJAPEHUE CUCTEMBbI 3AILIUTHI THOOPMALIUN

6.1. Buegpenue C3U opranu3yercsi BEAOMCTBOM.

6.2. Bueapeame C3UM ocymiecTBiasieTcss B COOTBETCTBUM C TPOEKTHOM H
AKCIUTyaTaluOHHOM nokyMeHTalued Ha C3U 1 B TOM 4HKcIie BKITOYAECT:

— YCTaHOBKY H HaCTpPOMKY cpeacTB 3amuThl uHGopmanuu B UC;

— pa3paboTKy IOKYMEHTOB, ONPEACISAIONIMX NpaBWiIa U TNPOLEAYpHI, pealu3yeMble
BEJOMCTBOM I obecriedeHus 3amuTsl nHpopmanuu B C B Xoze ee akcrryaTanuu (nanee —
OpraHMU3alIOHHO-PACHIOPSAUTEIbHBIE JOKYMEHTHI 10 3alIuTe HHPOpMaIuN);

— BHEJpEHHE OPraHU3aLUOHHBIX MEp 3alUThl HH(OpMaIH;

— npeaBaputenbHble ucnbiTanus C3U (mpu He0OX0IMMOCTH);

— onbITHYIO 3kciutyaTanuio C3U (mpu He0OX0IMMOCTH);

— anamm3 ys3Bumocted MC wu mpuHsATHE Mep 3alMThl MHPOpPMAIMU IO HX
YCTPaHEHHUIO;

— mnpueMounsle ucnbiTanus C3U (npu HeoOXOAUMOCTH).

6.3. VYcraHoBka H HacTpoiika cpeactB 3amuThl wuHpopmarmu B MC npomkHa
IIPOBOAUTHCS B COOTBETCTBUM C OKCIUIyaTalMOHHOW JokyMeHTanued Ha C3U wu
JOKYMEHTAIeN Ha Cpe/ICTBA 3allUThl MH()OpMAIIH.



6.4. Pa3pabaTpiBaeMble OpraHU3AIMOHHO-PACTIOPSAIUTEIbHBIC TOKYMEHTHI IO 3aIUTE
MH(OPMAILIUU JOJDKHBI ONIPEEIISATh MPaBUIIa U MPOLETYPHL:

— IUIAaHUPOBAHUS MEpONpUATUil 1o 3amute nHpopmanuu B UC;

— ynpasieHus (axmuHuctpuposanus) C3U;

— BBISBJICHUS UHIMUJICHTOB (OJHOTO COOBITHS WM T'PYIIBI COOBITHIT), KOTOPHIE MOTYT
NpUBECTH K cO0sIM Ml HapymieHuto pynkiuonuposanus VC u (MM) K BOSHUKHOBEHHIO YTPO3
6e3omacHocT nH(OpMALIUH (J1ajiee — MHITUICHTHI), ¥ pearupoBaHUs Ha HUX;

— ympasieHus konpurypanueit arrecropannoit UC u C3U;

KOHTPOJIs 32 00ecreueHreM YpOBHS 3alllMIICHHOCTH HH(GOpPMAIUK, COJepKAIIEHCs B
UcG,;

— uHdopmupoBaHus U o0yuyenus nepconana MC

— 3amuThl uHGOpManMKM MpH BbIBoAE M3 dKciuryatauuu IIC wim mocie npuHSATHS
penieHuss 06 OKOHYaHUU 00paObOTKU MHGOPMAITUH.

6.5. [Ipu BHeIpEHNH OPraHU3ALMOHHBIX MEP 3aIIUTH HHPOPMAIIHU OCYIIECTBISIFOTCS:

— peanu3anus MpaBWil pasrpaHUUEHUs JIOCTyIa, PErIaMEHTHUPYIOLIUX IpaBa JOCTyma
CyOBEeKTOB JoCTyma K OOBEKTaM JOCTyNa, M BBEACHHE OrpaHUYEHUN Ha JEeHCTBUS
MOJIb30BaTeNeH, a Takke Ha M3MEHEHHE YCIIOBUH HSKCIUTyaTallMHM, cCOCTaBa M KOHQUTYpaluu
TEXHUYECKHUX CPEJICTB M MPOTPAMMHOI0 00eCIICUeHNUS;

— IpoBepKa  MOJHOTHI M  JETAIbHOCTM  ONHMCAHHUA B  OPraHU3alMOHHO-
paclopsSAMTENbHBIX JIOKYMEHTaX [0 3amuTe WH(OpMaluud AEUCTBUN MOJb30BaTeNed H
aamunauctparopoB YC no peanusaiiy OpraHu3alliOHHBIX MEpP 3aIIUTH HH)OpPMAIIHH;

— oTpaboTKa ACHCTBUU MOJDKHOCTHBIX JIUI[ W TOJApa3/eNeHUH, OTBETCTBEHHBIX 3a
peanu3aiuo Mep 3aluTbl HHpOpMaIum.

6.6. Ilpensaputenshble ucnbiTanusd C3U BKIIOYAOT MPOBEPKY pabOTOCIOCOOHOCTH
C3U, a Take NpUHATHE PELICHHS O BO3MOKHOCTH ONBITHOM dKcrryaTtanuu C3U.

6.7. OnbiTHas skcrnyatanus C3U Bkmowaer npoBepky ¢yHkuunonuposanus C3U, B
TOM YHCJIE€ pealu30BaHHbIX MEp 3aLIUThl HHPOPMALIMH, a TaKXKe TOTOBHOCTh IOJIb30BaTeIeH U
aJIMMHUCTPATOPOB K 3Kcrryatanuu C3U.

6.8. Anaimm3 ys3Bumocteir HWC mnpoBoAWTCS B IENAX OICHKA BO3MOXXHOCTH
npeononeHus Hapymmutenem C3UW u mpenoTBpaiieHust peanu3anud yrpo3 0e30MacHOCTH
nHpopmanuu. Ananuz ys3BuMocted [IC Bkirodaer aHaiu3 ysS3BUMOCTEH CpEACTB 3alllUThI
uHpOpMallUY, TEXHUYECKUX CpeAcTB M mporpammHoro obecrnedenus MC. Ilpu ananmze
ysa3BuMocted MC mpoBepsieTcss OTCYTCTBME HW3BECTHBIX YSI3BUMOCTEH CpEACTB 3alllUThI
uHpOpMaIIUY, TEXHUYECKUX CPEACTB M MPOTrPaMMHOI0 OOecledyeHusl, B TOM YUCIIE C YYeTOM
uHpOpMalUY, UMEIOIIEHCs y pa3palOTYMKOB M TMOJYYEHHOM U3 JIPYrux OOIIEAOCTYIHBIX
HMCTOYHUKOB, TMPaBWJIBHOCTh YCTAHOBKM U HACTPOMKHU CpEACTB 3alllUThl HH(POpMAINH,
TEXHUYECKHUX CPEJICTB U MPOTrPaMMHOI0 00ecreyeH s, a TaK’Ke KOPPEKTHOCTh pabOThl CPECTB
3aIuThl HHQOPMALIUK MTPU UX B3aUMOACHCTBUM C TEXHUUYECKUMHU CPEJICTBAMU U IPOrPaMMHBIM
oOecnieuenueM. B ciywae BbiBienust yszBumoctel MC, mpuBoasimx K BO3HUKHOBEHUIO
JOTIOJTHUTEIBHBIX YIpo3 0€30MacCHOCTH MH(YOPMAILUH, TPOBOJUTCS YTOUHEHHE MOJIENU YTPO3
6e3onmacHOCTH MH(OpMAIMK ¥ NIpU HEOOXOJMMOCTH NPUHUMAIOTCS JIOMOJHHUTEIbHBIE MEpHI
3aMUThl MHGOpPMAllMK, HANpaBICHHBIE HA YCTPAaHEHHE BBIABICHHBIX YSI3BUMOCTEH WM
HCKJIIOYAIONINE BO3MOXKHOCTh HMCIIOJIb30BaHUS HAapYLIMTENEM BBIABICHHBIX ys3BUMocTeH. Ilo
pe3yibpTaTaM aHajv3a ySI3BUMOCTEH JOJKHO OBITh MOATBEpXKIAeHO, 4TOo B MC OTCYTCTBYIOT
YSI3BUMOCTH, COJiepkamuecs B OaHKe AaHHBIX yrpo3 Oe3omacHoctu uHpopmanmu OCTIK
Poccun, a Takke B MHBIX UCTOYHUKAX, WIM UX HCIOJb30BaHUE (IKCILTyaTalusl) HapyIIUTEIeM
HEBO3MOXKHO.



6.9. [Ipuemounsie ucnbiTanuss C3M BKIIIOYAIOT MPOBEPKY BHITIOJIHEHHS TPEOOBAHHMM K
C3U B COOTBETCTBUH C TEXHUYECKUM 3amaHueM Ha co3znanue C3U.

7. ATTECTAIIUSA UH®OPMAIIMOHHOMN CUCTEMBI

7.1. Atrectanusa MUC nmpoBoauTCs Ha 3TaIe €e CO3/IaHus WA pa3BUTHS (MOICPHHU3AIINN)
U IpeyCMaTpUBAET MPOBEACHUE KOMIUIEKCAa OPraHU3aMOHHBIX H TEXHUYECKUX MEPOINPUATUN
u paboT (aTTeCTallMOHHBIX HCHBITAaHUI), B pe3yJbTaTe KOTOPBIX TMOATBEP)KIACTCA
cootBercTBe MC TpeboBaHusiM 1O 3amure HMHGOPMAIMU B YCIOBHUSX €€ JKCIUIyaTallUu.
Honyckaercst nposenenue arrecrauuu MC Ha 3tame ee skcilyarauuu B ciydae, eciu OY
NPUHATO perieHrne 06 oOpaboTke 3amuimaeMoi WHGOPMAIMK TOCIIEe BBOJA B KCILTyaTaIHIO
nc.

7.2. Ans mpoBeneHus aTTECTallMOHHBIX HcnblTaHUN OVY mnpuBieKaeT oOpraHu3aluio,
MMEIOIIYI0 JIMUEH3UK0 Ha OCYIIECTBICHHE JEATEIbHOCTH 110 TEXHUYECKON 3aluTe
KOH(MUIeHIMaNbHOM HHpOpMaIMK (C TpaBOM MpoBedeHUs paboT U OKa3zaHUsA YCIYT IO
aTTECTAllMOHHBIM HCIBITAHUSIM M aTTeCTalldd Ha COOTBETCTBUE TPEOOBAHUAM IO 3aIIUTE
unpopmanuu), BbianHyro @OCTOK Poccun B coorBerctBum ¢ [lomoxenuem o
JUIEH3UPOBAHUH JCATEIBHOCTU 10 TEXHUYECKOW 3aIuTe KOH(HISHIMAIHLHONH WHpOpMAaLnHy,
yTBEpKAEHHBIM ITocTaHoBieHueM [IpaButenbctBa Poccuiickoit denepauuu ot 3 deppans 2012
r. No 79 (nasnee - oprat mo arTecTaiuu).

7.3. Cpox mpoBenenust pabor mo arrectanuun HWC ycranaBmmuBaetcs OY 1o
COrJIaCOBAHUIO C OPraHOM IO ATTECTALIMM, HO HE MOKET IIPEBBIIIATH YETHIPEX MECSLIEB.

7.4. IlpoBenenune arTecTaMOHHBIX ucnblTaHUd MC [OKHOCTHBIMM  JIMIIAMU,
OCYILLIECTBISIOMMMHU NpoekTrpoBanue u (mnun) BHeapenue C3U UC, ne nomyckaercs.

7.5. lns mpoBeaeHust pabot no arrectauuu OY mpezcTaBiseT B OpraH Mo aTTecTaluu
CIIEyIOIME JTOKYMEHTBl MJIM WX KOMUU (IO PELIEHUI0 BEIOMCTBA JOKYMEHTHI (MX KOIHH)
MOTYT OBITh IIPE/ICTABICHBI B OPTaH MO aTTECTAIMK B BUJIE DJIEKTPOHHBIX JJOKYMEHTOB):

— texHudeckuit nacnopt Ha MC nmo ¢opme cornacHo npuinoxxkenuto Ne 1 k Ilopsinky
OpraHu3alii M TMpOBeACHUs padoT IO aTTecTallul OOBEKTOB HMH(POpPMATH3aIMK Ha
COOTBETCTBME TpeOOBaHUAM O 3amuTe UHPOPMAMU OrPAHUYEHHOIO JOCTYyMa. He
COCTAaBJISIFONIEH TOCYJAapCTBEHHYIO TaiiHy, yTBepxkaeHHoMYy mnpukazom ®CTIK Poccuu ot 29
anpenst 2021 r. Ne 77;

— akr knaccupukamuun MC mo ¢opme cormacHo npunoxenuto Ne 3 k Ilopsaky
OpraHu3alMy W TMpoBelAeHUs paboT 1Mo arrectaniuu OOBEKTOB WH(MOpMATHU3AMK Ha
COOTBETCTBME TpeOOBaHHAM O 3amuTe UHPOPMAUMU OrPAaHUYEHHOIO JOCTYyNa, He
COCTaBJIAIONIEN TOCYAApPCTBEHHYIO TailHy, yrBepx)aeHHOMY npukazoM OCTIOK Poccum ot 29
anpeins 2021 r. Ne 77;

— aKT ompexaeneHus ypoBHs 3amuiieHHocTH [IJIH mpu ux o6paborke B UC (mpu
oOpabotke B arrectyemoit C I1/1n);

— MoJIeNb yrpo3 6e30MacHOCTH HH(POPMALIUY;

— TEXHUYECKOe 3a/laHue Ha co3/anue (pa3Buthe, Moaepuu3zanuio) MC u (wim) yactHoe
TEXHUYECKOE 3aJlaHue Ha co3JaHue (pa3BUTHE, MOJEPHM3ALMIO) CHCTEMBI 3alllUThI
uHpopmanuu UC;

— MpOeKTHas JOKyMEHTauusi Ha cuctemy 3amuthl uHpopmammu HWC (B ciyuae ee
pa3pabotku B xoze cozganus NC);

— OKCIUTyaTallMOHHas JOKyMEHTanusi Ha cuctemy 3amuThl uHbopManuu HC u
MIPUMEHSIEMbIE CPECTBA 3aIIUTH HHPOPMAIIHH;



— OpraHM3alMOHHO-PACTIOPSANTENbHbIE TOKYMEHTHl o 3amute uHpopmammu OV,
peraamMeHTupyomue 3amuTy uHbopManuu B xonae skcrutyatanuu MC, B ToM uucie IuiaH
MeponpusaTuii no 3amure uHbopmanuu Ha MC, MOKYMEHTHI MO MOPSAKY OIEHKH Yrpo3
6e3omacHocTH HMHGOpPMAIMK, YIPaBICHUIO (aJAMUHUCTPUPOBAHUIO) CHUCTEMOM 3alllUThI
uHpopmanuy, ynpamBieHuto KoHpurypaumedr MC, pearnpoBaHWI0O HAa  WHIMICHTHI
Oe3omacHOCTH, WH(OOPMHUPOBAHWIO M OOYUYEHHIO MEpPCOHANa, KOHTPOJIIO 3a OOecledeHHEeM
YPOBHSI 3alIUILEHHOCTH HH(pOpMAINH (Jlajiee — JOKYMEHTBI [0 3alIUTe HHPOPMAIUH);

— JIOKYMEHTBI, COJEp Kallre pe3yibTarThl aHanuza ysa3Bumocted MC u mpueMoyHbIX
UCTIBITAaHUN cucTeMbl 3amuThl HHpopmaruu MC (B ciydae mpoBeAeHUs aHAJIN3a U UCIIBITAaHUH
B xoj1e co3znanus 1C).

7.6. Atrecrauusa MC npoBoauTcs B COOTBETCTBUM C IPOTrPaMMOM M METOJUKAMU
aTTeCTAllMOHHbIX UcHbITaHU. I[IporpaMmMa ¥ METOAMKM aTTECTALlMOHHBIX HCIBITAHUN
pa3pabaTbhiBaeTCsi OpraHOM IO aTTeCTallid B COOTBEeTCTBUU ¢ [lopsakom opraHu3anuu u
MpoBeeHUs paboT MO aTTecTaluu 0OBHEKTOB HHPOPMATH3AIUN HAa COOTBETCTBHE TPEOOBAHUAM
0 3aiuTe HHGOPMAIIUU OTPAHUYEHHOTO JOCTYIA, HE COCTABISIONIEH rOCyAapCTBEHHYIO TailHy
yrBepxkeHHbIM nprkazoM PCTOK Poccun ot 29 anpens 2021 r. No77, U cornacoBbIBaeTCs C
OVY. B xoz1€e arTecTallMOHHBIX UCIBITAHUI OpraH Mo aTTeCTalMd MOKET BHOCUTh U3MEHEHHUS B
[IPOrpaMMy U METOJIMKH aTTECTAllMOHHBIX UCIBbITAHUH MO coriacoBaHuto ¢ OV,

7.7. B mporpaMMy W METOJIWKH HWCIBITAHUN JOJDKHBI OBITH BKIIFOUEHBI CIICIYIOIINC
METO/Ibl TPOBEPOK (MCTIBITAHUI):

— OJKCIEPTHO-JOKYMEHTAJIbHBIN METO/I, IPEelyCMAaTPUBAIOLIUI IPOBEPKY COOTBETCTBUS
C31U UC ycraHOBIEHHBIM TpeOOBAHHUAM MO 3alluTe HH(GOPMALKUU Ha OCHOBE OLEHKU
AKCILTYyaTal[MOHHON JIOKYMEHTAllUH, OpPraHU3alMOHHO-PACIOPAIUTENIBHBIX JOKYMEHTOB IO
3amuTe HHPOpMAIIHH, a Takxke yclnoBuit ¢pyHkimonuposanus 1C;

— anaimm3 ysa3sumoctedt MC, B ToM umclie BBI3BAHHBIX HEMPABUIHLHOM HACTPONKON
(koH(UTYypHUpOBAaHKEM) IPOTPAMMHOTO 00ECIIEYEHUS U CPEJICTB 3AIIUTHI HH()OPMAIUH;

— wucnoeitTaaus C3U nmyreM oCyleCTBIEHUS MONBITOK HECAHKIIMOHUPOBAHHOTO JOCTYIA
(Bo3neiictBus) k IC B 06x071 ee C3U.

7.8. Honyckaetcs arrecranusi UC Ha ocHOBE pe3ybTaToB aTTECTALlMOHHBIX MCTIBITAHUN
BBIZICICHHOTO Habopa cermeHToB WC, peanu3yronmx TMOTHYIO TEXHOJOTHIO 00paboTKu
uHpopmanuu. B 3ToM cityuae pacnpocTpaHeHHe aTTecTara COOTBETCTBUS HA APYTUE CETMEHTBI
NC ocymecTBaseTcss NOpU YCIOBUM HUX COOTBeTCTBUS cermeHTaM HMC, mnpomenmmm
aTTecTallMOHHbIE HcIbITaHusA. CEerMeHT cuuTaeTrcs cooTBeTcTByrommM cermenty HC, B
OTHOIICHUU KOTOPOTO OBUIHM MPOBEJEHBI aTTECTAIMOHHBIC HCIBITAHUS, €CIH I yKa3aHHBIX
CEerMEHTOB YCTAaHOBJIEHbI OJMHAKOBBIE KJIACChl 3AlUIIEHHOCTH, YPOBHHU 3alUIIEHHOCTH,
YPOBHU B@XKHOCTH, YIrpo3bl 0€30MacHOCTH HWHGOpMallMU, pealn30BaHbl OJIMHAKOBBIC
npoektHbeie pemeHus o MUC u ee C3U. B cermentax MC, Ha KOTOpBIE pacmpoCTpaHseTCs
aTTecTaT COOTBETCTBUS, BEIOMCTBOM 0O0ECIEUMBAETCS COOJIIOJIEHUE OSKCIUTyaTalllOHHON
nokyMmeHTtaiuu Ha C3U H opraHM3allMOHHO- PACIOPSIUTENbHBIX JOKYMEHTOB IO 3allUTe
uHpopMaluu.

7.9. Ocobennoctu atrectaiiiu WC Ha OCHOBE pe3yabTaTOB AaTTECTALlMOHHBIX
UCTIBITAHUN  BBIACTICHHOTO Habopa €€ CEerMEeHTOB, a TaKXe YCIOBUS U  TOPSI0K
pacTlpoCTpaHEHHUs] arTecTara COOTBETCTBUS Ha npyrue cermeHTsl MC  1OmKHBI  OBITH
onpejieNieHbl OpraHOM IO aTTecTallMd B MPOrpaMMe U METOJUKax aTTeCTallMOHHBIX
WCIBITaHUH, 3aKITIOYCHUH U aTTECTaTe COOTBETCTBUSI.



7.10. B xoxe arrecTaniioHHBIX HCIbITaHuA OY MOkeT BHOCUTH n3MeHenus B MIC, B Tom
YHuciIe B ApXMUTEKTYpy €€ CHCTEMBbl 3aluThl MHpOpMmauuu, B mensx npuseneaus MC B
COOTBETCTBHE C TPEOOBAHMIMH IO 3aIIUTE HHPOPMAIIH.

7.11. Tlo pe3ynbTataM aTTeCTaLMOHHBIX HclbITaHuid OVY momydaer oT opraHa 1o
aTTeCTalluy CIEAYIOIUE TOKYMEHTHI:

— 3aKJII0YEHME 110 pe3ysibTaTaM aTTecTalMOHHbIX ucnsltanuii UC;

— IPOTOKOJ IO pe3yibTaTaM aTTecTalMoHHbIX ucnbitanuii MC.

7.12. B cnyyae Hanuuus B nojiyueHHbIX OY OT opraHa mo aTTecTaluu 3aKJII0YeHUU U
IIPOTOKOJIE CBEIACHUM O HAJIMYUM HEAOCTaTKOB (HECOOTBETCTBUN CHUCTEMBI 3alllUThI
unpopmanun MC TtpeboBanusm mo 3amute nHpopmanun) OY OmlEeHHWBAET BO3MOKHOCTh MX
ycrpaHeHus B npouecce arrectaunu MC u npu Bo3MOKHOCTH, 00€CIIEUNBAET UX YCTPAHEHHE.
[lo pesynpTaTam ycTpaHeHMsI BceX OOO3HAUEHHBIX B 3aKJIIOUEHUU U MPOTOKOJIE HEIOCTATKOB
BEJOMCTBO O(OpMIISIET M HalpaBiseT B aJpec OpraHa IO aTTecTallld YyBEAOMIIEHUE 00
YCTPaHEHUH HEJOCTATKOB JJIsl OLEHKU KauecTBa UX YCTPAHEHHUS.

7.13. Ilo pe3ynpTaTaM OLIEHKM KadyecTBa YCTPAaHEHHUS HEJOCTATKOB OpraH IO
aTTecTallud MHOBTOpHO odopmisieT U HampaBiseT B azapec OV 3akiloyeHHe, B KOTOpPOE
BKJIIOUAIOTCA cBesleHus: 00 yctpaHeHuu OV Bcex BBISBIEHHBIX HEJOCTATKOB, a TAKXKE JIeJIaeTcs
BBIBOJL O BO3MOXHOCTM BBIJaud aTTecTaTa COOTBETCTBHS TPEOOBaHMUSAM IO 3alIUTE
uHpopManuu (anee — arrectat coorpercTBus) Ha VC.

7.14. OV B ciyyae HecorJiacusi C BbISIBIEHHBIMHM OpPTraHOM I10 aTTECTallMi HEJJOCTaTKaMu
U BBIBOJIAaMH, COJCpXAIUMKCS B 3aKJIIOYEHUH M MPOTOKOJIAX, HAINpaBIsSeT B TeUeHHE S5
pabouux THEH ¢ MOMEHTa IMOJIyYeHHsI 3aKIIOUEHHs] U MTPOTOKOJIOB MHUCbMEHHOE OOpallleHue C
obocHoBaHueM Takoro Hecornacust Bo ®CTIOK Poccum.

K oOpariennto npuiaaratoTcs B 3I€KTPOHHOM BUI€ KOIMH CIEIYIOUINX JOKYMEHTOB:

— TexHudeckui nacnopt Ha 1C;

— akt knaccupuxamuu MC no ¢opme cormacHo mnpunoxenuro Ne 3 k Ilopsaky
OpraHu3alMi W TMpoBeAeHUs paboT Mo arrectaniun OOBEKTOB HWH(MOpMATHU3AMK HAa
COOTBETCTBHE TpeOOBaHUAM O 3aluTe HHPOPMALMU OrPAaHHMYEHHOrO JIOCTYyNa, He
COCTaBJISAIOUIEN TOCYJapCTBEHHYIO TaliHy, yTBepkaeHHoMYy npukazom @CTIOK Poccun ot 29
anpens 2021 r. Ne 77;

— aKT ompexaeneHus ypoBHs 3amuiieHHocTH IIJIH mpu ux o6paborke B UC (mpum
obpabotke B arrectyemoit UC I1/1H);

— TMPOTrpaMMbl U METOJAUKH aTTECTAlMOHHBIX UctibITanuii C;

— 3aKJIIOYEHUS U IPOTOKOJIBI.

7.15. ®CTOK Poccum mpoBOIWUT OLEHKY HMPEACTABICHHBIX JOKYMEHTOB Ha IPEAMET
COOTBETCTBHUSI MPOBEJEHHBIX OpPraHOM II0 aTTeCTallMd AaTTECTAllMOHHBIX HWCHBITAHUNH U
BBIBOJIOB, COJEpXAIIMXCS B 3aKIOYEHHH, TpeOOBaHMSIM 10 3amure HHPOpMaluu H
nojoxkeHusM [lopsiaka opraHuzanuu M MPOBEAEHUS pPAadOT IO aTTecTalud OObEKTOB
uHpOpMATHU3alMU HAa COOTBETCTBHE TPEOOBAHUSAM O 3alluTe HH(GOPMAIMHU OTPAHUYEHHOTO
JIOCTYyIa, HE COCTABJIAIOIIEH TOCYJapCTBEHHYIO TailHy, yTBepkaeHHoro mnpukazom OCTIK
Poccun ot 29 anpens 2021 r. Ne 77 B teuenue 10 kaneHAapHBIX JIHEH C MOMEHTA MOJIYYEHUS
obpamenusi. Ilo cormacoBanmio ¢  BemomctBoM  pabotHuku DPCTOK  Poccunm
(tepputopuansaoro oprana ®CTOK Poccun) MOTyT mpoBecTH KOHTPOJIbHBIE HCTIBITAHUS Ha
HNC B coorBercTtBuM ¢ myHkTamu 15 m 16 [lopsiaka opraHu3anud U MpOBEACHUS padOT IO
aTTecTaliu  O0BEKTOB HMHGPOPMATH3allMd HA COOTBETCTBHME TPEOOBAaHUSAM O 3aIIUTE
uHGOpMallUd OTPaHMUYEHHOIO JOCTylla, HE COCTAaBJIAIOLIEH TOCYAApCTBEHHYIO TaiiHy,



yrBepxkeHHoro npukazom @CTIK Poccuu ot 29 ampens 2021 r. Ne77. Ilo pesynbratam
oueHkn ®CTOK Poccuu (teppuropuanshsiii opran @CTIOK Poccun) Hanpaiiser:

— B Opras IO aTTeCTALlUU YBEJOMJIEHHE O HEOOXOJUMOCTH YCTPAaHEHUS BbISBICHHBIX
HE/IOCTaTKOB B yKa3aHHbIM B yBeromiieHuu cpok. Kommst yBenomienus Hampasisercs OVY.
Opran mo arrecranuu OO0s3aH yCTPaHWTHh HemocTaTku, BbisiBIeHHBIe DCTOK Poccuu mo
pe3yabTaTaM OLEHKH JOKYMEHTOB, B YKa3aHHBIH B YBEIOMJIEHUH CPOK M O(OPMHUTH aTTeCcTaT
COOTBETCTBHS (€CIM YCTAHOBJIEHO HECOOTBETCTBUE ATTECTALMOHHBIX MCIBITAHUM M (WIIN)
BBIBOJIOB, COACPXKALIMXCS B 3aKIIOUYEHUM WIM MPOTOKOJIAX, TPEeOOBAaHUSAM 110 3alluTe
uHpopmauun win Ilopsaka opraHu3anMu M HOPOBEAEHUS PabOT MO aTTeCTalMd OOBEKTOB
uHpOpMaTHU3allMd HAa COOTBETCTBHE TPEOOBAaHUAM O 3aluTe HH(GOPMALMHU OTPaAaHUUYEHHOTO
JIOCTyMa, HE COCTAaBJAIOLICH TOCYIapCTBEHHYIO TailiHy, yTBepxkaeHHoro mnpukazom OCTIK
Poccun ot 29 anpens 2021 r. Ne 77).

— pe3yibTaThl IPOBEICHHOW OLIEHKHM BEIOMCTBA JJsi YCTPAHEHHs HEIOCTaTKOB,
BBISIBJICHHBIX OPraHOM IO aTTecTaluM (€cld MO pe3ybTaTaM OLEHKU HMOATBEpPXKJEH BBIBOJ
opraHa IO aTTeCTallUd O HEBO3MOXKHOCTH BbIIa4M aTTecTaTa COOTBETCTBUS, AaTTecTar
coorBercTBUs Ha IC opranom 1o arrectauuu He 0opopmIIsieTcs).

7.16. Ilocne nonyuenus arrecrata coorBercTBust Ha IC oT oprana no arrecrauuu OY
MoxkeT mnonyuutb ot ®OCTIK Poccunm (reppurtopuansHoro oprana PCTOK Poccun)
3aKJIIOUYEHUE, COJEp)Kalllee ONMCAaHME  BBISIBICHHBIX 110  pe3yjibTaTaM  3KCIEPTHO-
JOKYMEHTAJIbHOM  OLIEHKM MaTepHalioB, IPEACTABICHHBIX OpraHoM IO aTTecTaluH,
HE/I0CTaTKOB M PEKOMEHAIUM 10 UX ycTpaHeHuto. B ciaydae nonydyenus or @CTOK Poccun
(repputopuansHoro oprana ®CTOK Poccum) takoro 3akimroueHuss OY obecnednBaeT
YCTPaHEHHE BBISIBICHHBIX HENIOCTATKOB B COOTBETCTBHU C BBIJIAHHBIMM PEKOMEHIALMSIMH B
yKa3aHHbII B 3akimroueHun cpok. OO ycrpanenun HenoctatkoB OV umHpopmupyer @CTIOK
Poccun  (tepputopuansueiii  opran @CTOK Poccumn). Heycrpanenue HemoCTaTKOB,
BbIsBIEHHBIX PCTOK Poccun (teppuropuansueiM opranom @CTOK Poccun), B yka3aHHbIN B
3aKJIIOYEHUU CpOK SBJIIETCS OCHOBaHMEM JJIg NPUOCTAHOBJIEHHS JEHCTBHUS aTTecTara
cootBeTcTBUs Ha UC.

7.17. ATTectaT COOTBETCTBHS BBIJAETCS HAa BeCh CpOK dkcuryaranuu UC.

OV B xone skcrutyaranuu MIC oGecnieunBaet noaaepxky coorserctBust C3U arrecrary
COOTBETCTBUSl B paMKax peaJn3allid MEpONPUATUH, NPEIYCMOTPEHHBIX IIyHKTOM 18
TpeGoBanmii o 3ammre HHQOPMAIMM, HE COCTABJAIOIIEH TIOCYJapCTBEHHYIO TaiiHy,
cojiepKalieiics B roCyJapCTBEHHbIX MH()OPMAIIMOHHBIX CHCTEMax, YTBEP)KIECHHBIX MPUKA30M
denepalibHO CITYKOBI [0 TEXHUYECKOMY M 3KCIIOPTHOMY KOHTpoJito oT 11 despans 2013 r. Ne
17.

7.18. JlelicTBue arTecTaTa COOTBETCTBHS MOXeET OBITh mnpuoctaHoBieHo DCTOK
Poccun (tepputopuanbubiM  opranoM @OCTOK Poccun) B cimyuasx, NpenycMOTPEHHBIX
nyHktoMm 34 Ilopsaka opraHu3anMd W TpoBeJAeHHS padoT MO aTTecTaluu OOBEKTOB
uHpOpMATHU3aLMU Ha COOTBETCTBHE TPEOOBAHUSAM O 3aIIUTe HH()OPMAIUM OrpaHMYEHHOTO
JIOCTYyIa, HE COCTABJIAIOIIEH TOCYJAapCTBEHHYIO TailHy, yTBepkaeHHoro mnpukazom OCTIK
Poccun ot 29 anpens 2021 r. Ne77. OV npekpamaer skcruryatanuo MC co nHs nomydeHus
YBEIOMJICHHSI O IPUOCTAHOBJIEHUY JICHCTBUS aTTeCTaTa COOTBETCTBHSL.

7.19. JleticTBue arTecraTa COOTBETCTBHUS MOXKeT ObITh BO300HOBIEHO ®CTOK Poccunm
(tepputopuansabeiM opranoMm GCTOK Poccun) B ciayuasx, mNpeayCMOTPEHHBIX MYHKTOM 38
[Topsiaka opraHu3anuy U MPOBEACHHUS paldOT MO aTTeCTalliu OOBEKTOB MH(OpMaTH3AIMK HA
COOTBETCTBHE TpeOOBaHUSAM O 3amuTe MHGOPMAIMM OTPAHUYEHHOTO JOCTyMHa, He
COCTABIISIIOLICH TOCYAApCTBEHHYIO TaiiHy, yTBepkaeHHoro npukazom ®@CTOK Poccun ot 29



anmpenss 2021 1. Ne77. OV wmoxer B0300HOBHUTH 3Kcruryatanuio NMC co mgHsA momydeHus
YBEIOMJICHHSI O BO3OOHOBIIEHUH JICHCTBHS aTTECTaTa COOTBETCTBHSL.

7.20. JlelictBue aTTecTata COOTBETCTBUS MOXKeT ObITh mpekpaunieHo @CTIK Poccun
(treppuropuansHeiM opranom @CTOK Poccun) B ciyuasix, IpeIycMOTPEHHBIX IyHKTOM 40
[Topsiaka opraHu3anuy W MPOBEACHHUS PAadOT MO aTTecTaluu 00BEKTOB MH(OpPMATH3AIMKU Ha
COOTBETCTBME TpeOOBaHUAM O 3ammTe UWHGOpPMALKMKU OrPaHUYEHHOrO JIOCTyHa, He
COCTaBJISIIONIEH TOCY/IapCTBEHHYIO TalHy, yTBepkaeHHoro npukazom ®CTOK Poccun ot 29
ampenst 2021 r. Ne77. OV npekpaiaet skcryaranuio MC co aHs mosrydeHusl yBeIOMIICHHS O
MpPEeKpallleHuH JEeUCTBUS aTTecTara COOTBETCTBHUS, €ClU JACICTBHE aTrTecTaTa COOTBETCTBUS
paHee He OBLIO MPUOCTAHOBJICHO.

7.21. B cayuae ytpathl arrectara cooTBeTcTBUsl OV BIlpaBe 0OpaTUTHCS B OpraH IO
aTTeCTAllly C 3asBJICHHEM O BbIJaue qyOJMKara aTTectara cooTBeTcTBus. [lyOnukar aTrecrara
COOTBETCTBHSI BBIIACTCSI OPTaHOM IO aTTECTALMH C MOMETKOH «JlyOmuKaT, OpuruHai arrecrata
COOTBETCTBHS IPU3HAETCS HENECHCTBYIOIIMM).

8. OBECIIEYEHUE 3ALIIUTHI UH®OPMAILIUU B XOJIE SKCILTYATALIMA
ATTECTOBAHHOM HH®OPMAILIMOHHOM CUCTEMBI

8.1. Obecrnieuenue 3amuThl UHpOpPMAMU B XOJ€ JKCIUTyatauuu arrectoBanHoi MC
ocymectBisiercss OY B COOTBETCTBUM C OKCIUTyaTallMOHHOW nokymeHtauued Ha C3U u
OpraHHU3alMOHHO-PACTIOPSAUTEILHBIMU TOKYMEHTAMH 110 3aIIUTe UH(POPMALIMK U B TOM YHCIIE
BKJIFOYAET:

— IUTAHUPOBAHHME U KOHTPOJIb MEPONPUATHIA 1o 3amuTe uHdopmaruu B C;

— IJIAHUPOBAaHUE MEPONPUATHN MO TMPOBEIECHUIO BHYTPEHHUX IPOBEPOK pEKUMA
o6paboTku u 3auuThl [1/IH B BejoMCTBe;

— aHanu3 yrpo3 6e3zonacHocty uHGopmanuu B 1C;

— ympasnenue (aamMuHuctpuponanue) C3U;

— BBISIBJIEHUE UHIIUJIEHTOB U PearupoBaHueE Ha HUX;

— ynpasnenue koHpurypauueit UC u ee C3U;

— uHpopMHUpoBaHUe U 00ydeHue nepconana 1C;

— KOHTpOJIb 32 00€CIIeYeHHEM YPOBHS 3alUIIEHHOCTH HH(OpMaIH, CoepKallencs B
ncC.

8.2. B xonme rulaHupoBaHMA MeponpuATuil 1o 3amure wuHpopMmamuu B UC
OCYILIECTBIISETCS:

— OmpeJeleHHe JIUI], OTBETCTBEHHBIX 3a IJIAHUPOBAHWE U KOHTPOJIb MEPOIPUITHH 1O
3amute uHopmanuu B UC;

— OIpEJENeHNE JINL, OTBETCTBEHHBIX 3a BBISBICHHE MHIMJEHTOB M pEearipoBaHUE Ha
HUX;

— pa3paboTka, YTBEp)KIEHUE M aKTyaJlu3alus I[UIaHa MEPONpHUSITHI Mo 3aluTe
uHpopmanuu B UC;

— OmpelelieHHe TMOopsAKa KOHTPOJSI BBIMOJIHEHHUS MEpPONpPUATHN 1O  3aluTe
unpopmanuu B UC, mperycMOTPEHHBIX YTBEPKACHHBIM IJIAHOM.

[TnanupoBanue MeponpusTHii 1o 3ammure uHbopmaruu B UC 1 KOHTPOJIh BBITIOJTHEHUS
MEPOMNPUATHIA JOKHBI OCYIIECTBIATHCSA B COOTBETCTBUM C TIOPSAKOM IUIAHUPOBAHMS
Meponpusitiii 1o 3amure wuHbopMmammu B MC OY wu KOHTpOJAS WX BBINOJTHEHHS,
paspabotanHbsiM B paMkax BHeapenus C3U UC.

8.3. B xone miaHMpoBaHMS MEPONPHUITHHA IO IMPOBEIEHUIO BHYTPEHHHUX IIPOBEPOK
pexxuma o6padotku u 3amutel [11n B OY ocymecTBisercs:



— OIpEIENEHUE JMIl. OTBETCTBEHHBIX 3a OCYIIECTBIEHHUE BHYTPEHHEIO KOHTPOJIS
cootBeTcTBUsl 00padoTku I1/1H B OV TpeboBanusaM, ycTaHOBIEHHBIM DenepaabHbBIM 3aKOHOM
«O mepcoHaNbHBIX TAHHBIX» U MPUHITHIMU B COOTBETCTBHH C HUM HOPMATHUBHBIMU ITPABOBBIMU
aKTaMu;

— YTBEp)KIEHUE MPaBUJI OCYILECTBICHHS BHYTPEHHETO KOHTPOJS COOTBETCTBUS
obpabotku I/l TpeGoBanmsiM, ycTaHOBICHHBIM DenepanbHbiM 3aKOHOM «O TIEpCOHATBHBIX
JAHHBIX)» U NPUHITHIMUA B COOTBETCTBUU C HUM HOPMATHUBHBIMHU MPABOBBIMU AKTaMU;

— YTBEp)KIEHHUE Ha IUIAHUPYEMbI nepuoy (rox) npukasoM pykoogutens OY muaHa
MIPOBE/ICHUS] BHYTPEHHHX MPOBEPOK pekuMa 00padboTku u 3amuTsl [1/10 B OV.

8.4. B xone ananuza yrpo3 6e3onacHocty nHpopmaruu B IC ocymecTBuseTcs:

— BBIABJICHUE, aHAJIU3 U ycTpaHeHue ysa3sumocted UC;

— aHaJIu3 U3MEeHeHus yrpo3 6esonacuoctu uHGpopmanuu B 1C;

— OIICHKA BO3MOXHBIX TIOCJIEJCTBHI pealn3aluu yrpo3 0e30macHOCTH WHPOPMALIUHU B
ncC.

[TeproanuHOCTb MPOBEAEHUS YKAa3aHHBIX MEPOIIPUATHI Ha IIaHUPYEMBIi niepuos (rox)
OIIpEEIISAETCS €KErOJHBIM IIIaHOM MEPONPUITUI O 3alUTe UHPOPMALIIH.

8.5. B xone ynpasnenus (agmunuctpupoBanusi) C3U ocymiecTBisitoTes:

- ONpEeIeJIEHNUE JINII, OTBETCTBEHHBIX 3a yrnpasieHue (aamMunuctpuponanue) C3U UC;

— yOpaBlieHHWE Yy4YeTHbIMU 3amucsMu mnonb3oBareneit MC u  monmnepxkanue B
aKTyaJIbHOM COCTOSIHUU IIPABUT pa3rpannyeHus nocryna B C;

— ympaBlieHue cpeacTBamu 3amuThl nHpopmanuu B UC;

— ynpaBiieHue OOHOBJIEHUSIMHM MPOTPAaMMHBIX U IPOrPaMMHO-AIINApPaTHbIX CPEJCTB, B
TOM UHCJIE€ CPENICTB 3alUThI HH(OPMALINH, C yueToM ocobeHHocTel pyHKunonupoBanus 1C;

— ueHtpanuzoBaHHoe ynpasienue C3U UC (npu HeoOXoauMocTn);

— MOHUTOPHUHT M aHAJIU3 3apeTUCTPUPOBaHHBIX coObITHII B IC, CBSA3aHHBIX C 3alIUTON
nHpopmanuu (ajgee — coObITHS OE30MACHOCTH);

— obOecnieuenue (ynkruonupoBanuss C3U MC B xome ee sKCIuTyaTalldu, BKJIOYast
BEJICHUE  OKCIUTyaTallMOHHOM  JIOKYMEHTAllUW W  OpraHu3allOHHO-PacIOpsAUTEIbHBIX
JIOKYMEHTOB I10 3alUTe HH()OPMALIHH.

8.6. B xo/1e BbIABIIEHUSI MHIIUIEHTOB U pearupoBaHMsi Ha HUX OCYIIECTBIISIOTCS:

— oOHapyxeHHe M UJCHTU(UKAIUS MHLUUACHTOB, B TOM 4YHCIE OTKa30B B
oOcimyxuBaHuu, cOOeB (Tepe3arpy3ok) B paboTe TEXHUYECKHX CPEICTB, MPOTPAMMHOIO
o0ecrniedeHns U CPeJICTB 3alIUThl HH(POPMaIlMKU, HAPYLIEHUH MPaBUT pasTpaHUYEHUs JOCTYIA,
HEMPaBOMEPHBIX JACUCTBUI MO cOopy MHPOPMAIH, BHEAPEHUIN BPEIOHOCHBIX KOMIBIOTEPHBIX
nporpamm (BUPYCOB) U UHBIX COOBITHIN, TPUBOISIINX K BOSHUKHOBEHHIO MHITUICHTOB;

— CcBOeBpeMeHHoe MH(popmupoBaHue nomb3oBareasiMu MC u agmunuctpatopamu MC
JIUL, OTBETCTBEHHBIX 3a BBISBJICHUE WHIIMJICHTOB M pPearupoBaHUE HA HUX, O BOSHUKHOBEHUH
uHIMaeHToB B 1C;

— aHaJIu3 MHIWJAEHTOB, B TOM YHCJIE ONPEAEICHHE HCTOYHUKOB M IPUYUH
BO3HHUKHOBEHHUS MHIUICHTOB, a TAK)KE OLIEHKA UX MOCJIEICTBUN;

— IJIAaHUPOBAaHUE M TPUHATHE MEp MO YCTPAHEHWIO HHIMJIEHTOB, B TOM YHUCIE IO
BocctaHoBieHHo MIC u ee cerMeHTOB B cllydyae OTKa3a B OOCIYKMBAaHUU WJIU IMOCiE cOOEB,
YCTPAaHEHUIO MOCIEACTBUNM HapyIICHUsS MpaBWJI pa3TpaHUYEHHUs OCTYyINa, HEMpPaBOMEPHBIX
neicTBuil mo cO6opy HHQOpPMAIMKM, BHEAPEHHS BPEIOHOCHBIX KOMIIBIOTEPHBIX IMPOTPaMM
(BUpPYCOB) U MHBIX COOBITUH, MPUBOASAIINX K BOSHUKHOBCHHIO HHIIUICHTOB;

— IUIAaHUPOBaHUE U MPUHATUE MEP MO MPEAOTBPAILECHUIO MTOBTOPHOTO BO3HUKHOBEHUS
MHIUICHTOB.

8.7. B xone ynpasnenus koudurypamueit UC u ee C31 ocymecTBIsroTCs:



— OIpEelEeNeHNUE JIML, KOTOPBIM pa3pellieHbl JAEHCTBUS 1O BHECEHUI0 HW3MEHEHHH B
koHdurypamuio UC u ee C3U, ux nmoaHoMouus;

— onpenenenne komnoHeHToB MC u ee C3U, nmomyiexalinx M3MEHEHHIO B paMKax
yrpaBieHUs KOHpUTyparued (UacHTHPHUKAIUS OOBEKTOB YIIpPaBICHUS KOH(UTyparuei):
IpOrpaMMHO-aInapaTHbIE, IPOTrPaMMHBIE CPEACTBA, BKIIIOYAsl CPEACTBA 3aIIUTHI HHPOPMALIUH,
UX HACTPOHKHU U MPOTPaMMHBIN KO, SKCIUTyaTallHOHHAs JOKYMEHTaIus, nHTepdencsl, daibt
Y MHbIE KOMIIOHEHTBI, IOJUIEKAINE U3MEHEHUIO U KOHTPOJIIO;

— ymnpasinenue udmenenusmu MC u ee C3U: pa3paboTka mapaMeTpoB HaCTPOWKH,
o0ecTeYnBaOIIUX 3alUTy HH(OPMAINH, aHATTN3 TOTEHIIMAIBHOTO BO3/ICHCTBHS TUTAHUPYEMBIX
M3MEHEHHI Ha 3amuTy HH(pOpMaIuK, CaHKIMOHHUpOBaHWE BHeceHus m3MeneHuil B MIC u ee
C3U, noxymeHTHpOBaHUE ACHCTBUI 110 BHECeHUIO u3MeHeHnuil B UC u coxpaneHue JaHHBIX 00
n3MeHeHusx koHpurypaun UC;

— KOHTpOJb AelicTBUi 10 BHeceHuto n3Menenuii B UC u ee C3U

8.8. B xone undpopmupoanus u o0yuenus nepconana MC ocymectpusiercs:

— uHpopmupoBanue nepconana VC o MOSABICHUU aKTyalbHBIX yrpo3 0e30MacHOCTH
uHpopManuy, o mpaBmiIax oe3zomnacHoi sxcruryatarmu UC;

— noBenenue a0 mnepcoHana MC tpeboBaHuil mo 3amuTe HHPOpPMAIMH, a TaKkKe
MOJIOKEHUH OPraHU3alMOHHO-PACTIOPSIIUTEIBHBIX JOKYMEHTOB II0 3aliuTe HH(OpMAIuu C
Y4€TOM BHECEHHBIX B HUX U3MEHEHMI;

— oOyuenne mnepconana MC mpaBuiaMm SKCIUTyaTalldd OTAENbHBIX CPEICTB 3alIUTHI
nHpopManuu;

— TMpOBENEHHE TMPAKTUYECKUX 3aHATUH M TPEeHUpoBOK ¢ mnepcoHanroM HMC mno
OJIOKMPOBAHHUIO Yrpo3 0e30MacHOCTH HH(GOPMAIIUU U pearnpoBaHUI0 Ha NHLIUJCHTHI;

— KOHTPOJIb 0cBeioMiieHHOCTH nepcoHana MIC 06 yrposax 6e3omacHocTd HHOpMaIu
1 ypoBHs 3HaHui nepconana MC no Bonpocam obecrieueHus 3aiuTbl THPOpMAIIH.

[TeproanuHOCTH MPOBEAEHNUS YKAa3aHHBIX MEPOIIPUIATHI Ha IUTAHUPYEMBIH niepuos (Tox)
OTIpeIEIISeTCs €KErOJHBIM IIIIaHOM MEPONPUITUN O 3allUTe HHPOPMAIIIH.

8.9. B xonme koHTposis 3a oOecliedeHHEM YpPOBHS 3alllUIIEHHOCTH HH(pOpMAaIH,
conepxareiics B UC, ocyiecTBIsIOTCS:

— KOHTpPOJb (aHaNu3) 3alIUIIEHHOCTH HWH(POPMALMd C Y4YETOM OCOOEHHOCTEH
¢ynkunonuposanus 1C;

— aHanu3 u oueHka ¢pyHkunonuposanus IC u ee C3U, BkiIto4as aHaIU3 U yCTpaHEHHE
YA3BUMOCTEH U MHBIX HeocTaTKoB B (hyHkimonuposanuu C3U UC;

— JIOKyMEHTHPOBAaHME MPOLEAYp U PE3yIbTaTOB KOHTPOJIS 3a 00ecredeHueM YpOBHS
3aIUIIEHHOCTH HHpOopMaIuu, coaepxamerics B UC;

— MNpPUHATHE pEUIeHUs 10 pe3yjibTaTaM KOHTPOJS 3a O0ecle4eHUeM YpOBHSA
3aUIIeHHOCTH uHbopManuu, coaepxamieiics B HWMC, o HeoOXoauMOoCTH 10pabOTKH
(monepuuzanun) ee C3U.

Meponpusitust o KOHTPOJIIO 3a 00ecredeHreM YpPOBHS 3alllMIIEHHOCTH HH(OpManuu
Ha arrectoBaHHOM HMC BKIIOYAOTCS B €XETOAHBIM IIJIAH MEPONPUATHNA IO  3alluTe
nH(pOpMaLINH.

KonTtposb 3a obecriedeHueM ypoOBHS 3alIMINEHHOCTH MH(POPMAIIMK HA aTTECTOBAHHOU
HNC mnpoBogutca OV caMOCTOSTENbHO WM C TPUBICUYCHUEM OpPraHU3AlMH, HMEIONIEH
JUIEH3UI0 Ha OCYILECTBICHHE ACSITEIbHOCTU MO TEXHHUYECKOH 3amuTe KOH(QUICHIMATLHON
nHpopmanuu, Beiganayr0 PCTIOK Poccun B cooTBercTBHE ¢ [lom0KeHHEM O JTUIIEH3UPOBAHUH
JEeSTeIbHOCTH MO TEXHUYECKOH 3aluTe KOH(PHUIESHIUANbHON HH(OpPMAIMH, YTBEP)KIECHHBIM
noctaHoBieHneM [IpaButenscTBa Poccuiickoit @eaepanun ot 3 pespays 2012 1. Ne 79.

[To pe3ynbraTam KOHTPOJIS 3a 0OECIIEYCHUEM YPOBHS 3aIUIIEHHOCTH WHPOpPMALUU Ha
arrectoBanHOU MC odopmisercss MpoTOKOI U BHOCUTCS OTMETKA B TEXHHUUYECKHUIl MMacmopT Ha



HUC. TIpoTrokonasl KOHTPOJS 3amUTBl  WHPOpMANMM HA  aTTECTOBAaHHOM  OOBEKTE
nHpOpMATHU3aLUU HE PEXKE OJTHOTO pasa B JBa Toja MpeacTaBisitores: BeaoMcTBoM Bo DCTIK
Poccuu (teppuropuansusiii opran @®CTIK Poccun).

Henpencrasienne nmpoTokosioB KoHTpouss 3amuthl nHGopMaiun Bo PCTIK Poccun
(tepputopuansubiii opran CTOK Poccum) siBnsiercs OCHOBaHMEM MJi MPUOCTAHOBJICHUS
nercTBUs arrecrara coorsercTsust Ha UC.

8.10. B cuyuae passutus (Moxepuuzauuu) MC, B Xo01€ KOTOPOro HM3MEHEHA
KoH(Urypanus (mapaMmeTpbl HACTPOHKH) IPOrpaMMHBIX, TPOrPAMMHO-TEXHUYECKHX CPEJCTB U
CpeACTB 3alMThl HH(GOpPMAIMM, HCKIIOYEHBI IPOrPaMMHBIE, MPOrPAMMHO-TEXHHUYECKUE
CpeAcTBa W CpPEACTBAa 3allUThl WH(POPMALKHU, JOTOJIHUTEIBHO BKJIIOUEHBI AHAJTOTHYHBIC
CpEICTBAa WM 3aMEHEHbl HAa aHAJIOTWYHBIE CPEACTBA, IPOBOASTCS JONOJHUTEIbHBIE
aTTECTAl[MOHHBbIE MCIBITAHUS OPraHOM IO arrecrauuu B cooTBercTBUM C [lopsakom
OpraHM3allii ¥ TpoBeleHHs padoT 1o arTecTaluu OOBEKTOB HWHGOpMATU3allMU Ha
COOTBETCTBHE TpeOOBaHUAM O 3amure UHPOPMAMU OrPAaHUYEHHOIO JOCTyMa, He
COCTaBJIAIOUIEH IOCYNApCTBEHHYIO TaliHy, yrBepxkAcHHbIM npukazoM PCTOK Poccum ot 29
anpens 2021 r. No77. Cenenust 00 usmeHeHusx arrecroBanHoit IC u mpoBeAEHHBIX MPU 3TOM
aTTECTAI[MOHHBIX HCIBITAHUAX BKJIKOYAKOTCA BEAOMCTBOM B T€XHUYECKUU macnopt. JleilcTBue
aTTecTaTa COOTBETCTBUSI HE MPEKPAILAETCS.

8.11 B cmyuae pa3Butus (MmoaepHusanuu) VC, nmpuBOIAIIEro K MOBBHIIICHHIO Kilacca
3alUIIEHHOCTH (YPOBHS 3allUIIEHHOCTH, Kateropuu 3HauuMocTH) C u (1n) K U3MEHEHUIo
apxutektyppl C3W MC B yacTu M3MEHEHHs BHUJOB M TUIIOB INPOTrPAMMHBIX, IIPOIPaMMHO-
TEXHUYECKUX CPEJCTB U CPEACTB 3aIUUThl MHPOpMaLuu, u3MeHeHus cTpykrypsl C3H, cocraBa
U MECT pacIoJIOKEHUsI 00beKTa MHPOPMAIMM U €r0 KOMIIOHEHTOB, IPOBOJUTCS HOBTOPHAs
aTTecTalus B COOTBETCTBUU ¢ IlopsiikoM opranusanuu ¥ MpoBeAeHUs paboT Mo aTTecTaluu
00BbEKTOB HMH(pOpMAaTU3allMd Ha COOTBETCTBUE TPEeOOBaHHSAM O 3alIUTe HHPOPMALUH
OTPAaHMYEHHOTO [JOCTYyNa, HE COCTaBJSAIOUIEH TOCYAapCTBEHHYIO TalHy, YTBEP)KICHHBIM
npukazoM OCTIK Poccun ot 29 anpensa 2021 r. Ne 77.

9. OBECIIEYEHME 3AIIIUTHI UTH®OPMAILIUH ITPU BBIBOJE U3
SKCIJIYATAIIUA ATTECTOBAHHON HH®OPMAIIMOHHON CUCTEMBI UJIN
ITOCJIE IPUHATHUA PEHIEHUA Ob OKOHYAHUU OBPABOTKHA
NHO®OPMALINN

9.1. Obecniedenue 3aUTHl KHPOPMALIUU TIPU BBIBOJE U3 SKCIUTyaTalluy aTTeCTOBAaHHOMN
NC unu nocsne NpUHATUS pelIeHuss 00 OKOHUYaHUHM 00pabOTKH MH(pOpPMAIMHU OCYILECTBIISCTCS
BEJOMCTBOM B COOTBETCTBUM C OKCIUIyaTallMOHHOW nokymeHTanued Ha C3U wu
OpraHHU3aIMOHHO-PACTIOPSAUTEIFHBIMUA TOKYMEHTAMH TI0 3aIIUTe MH(POPMAIIMKU U B TOM YHCIIe
BKJIIOYAET:

— apxuBHpoBaHUe nHPOpManmu, conepxarieiics B C;

— YHUUYTOXKEHHE (CTHpaHWE) JaHHBIX W OCTATOYHOM HHQPOpPMAIMM C MAIIUHHBIX
HocuTenell nHpopmanyy 1 (UIn) YHUYTO)KEHHE MallTMHHBIX HOCUTENeH HHpOopMaIiu.

9.2. ApxuBupoBanue uH(popmanuu, comepxameiics B MC, MODKHO OCYIIECTBISATHCS
pu He0OXOIUMOCTH JATBHEHIIIETO UCTIONB30BaHusI HH(MOpMaIuu B aesTeabHoCcTH OY.

9.3. YHuuTOXEeHHE (CTHUpAaHWE) MAHHBIX W OCTATOYHOW HHGPOPMAIMH C MAIIMHHBIX
HocuTeneill nHpopMaluu MPOU3BOIUTCS IPU HEOOXOAUMOCTH Tepeaud MAITHHHOTO HOCUTEIS
uHpopmanuu apyromy moinb3oBarento MC wiM B CTOPOHHUE OpraHW3alluu Ui PEMOHTA,
TEXHUYECKOTO OOCTY)KMBAaHHUS WM JalbHEWIIEro yHWUYTOXXeHus. [Ipu BeBome U3
SKCIUTyaTalliy MAIIMHHBIX HOCHUTENEeH MH(OpPMAINHU, Ha KOTOPHIX OCYIIECTBISIIUCH XPaHCHHE
u 0o0paboTka WHGOpPMAIUHU, OCYIIECTBISETCS (PU3MUECKOE YHHUYTOKEHHE 3THUX MAIIMHHBIX
HOCHUTENICH HH(POPMAIIHH.



